
Reliable Privacy Safeguarding Software To
Erase Sensitive & Confidential Data Beyond Recovery

SIMPLE. SECURE.
File Erasure Software
Erases Files, Folders & Partitions from PC, Mac, Server

IDEAL FOR INDIVIDUAL,
HOME USER & ENTERPRISE  

WORLD'S MOST RELIABLE DATA ERASURE SOFTWARE

BITRASER FILE ERASER

BitRaser File Eraser is a privacy safeguarding software that permanently erases files, folders, partitions, Internet history 
etc. stored on laptop,desktop, server beyond the scope of data recovery. The software meets daily data sanitization 
requirements of organizations and individuals by erasing data securely. The software allows you to schedule erasure 
process & maintain detailed log reports of all files deleted for meeting statutory & regulatory compliance needs for data 
security & privacy – SOX, GLB, HIPAA, ISO27001,EU-GDPR, PCI-DSS.
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B I T R A S E R  A D V A N T A G E

SOFTWARE WITH EXCELLENT CAPABILITIES

SECURE FILE & FOLDER ERASURE
Securely erases sensitive files from PC, laptop, 
mac and server beyond recovery thereby 
maintaining privacy.

ERASES PARTITIONS 
Ability to safely erase entire logical drives or 
partitions without harming applications & 
operating system files.

REMOVES COOKIES, BROWSER HISTORY 
& APPLICATION TRACES
Erase cookies & Internet browser history that 
track your behavior pattern along with most 
recently used application traces.

EMAIL & BROWSER HISTORY ERASURE
Wipes emails & browser history and archives 
residing in any drive/ media / server without 
leaving any traces.

HIGH SPEED ERASURE
Performs high speed simultaneous erasure of 
multiple files in the most efficient way.

CERTIFIED ERASURE 
A certificate is generated to meet statutory and 
regulatory compliances.

Safe & 
Reliable
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Cost
Effective
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OS Files
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Erasure in a Year

BITRASER, AN INNOVATION BY STELLAR,  THE GLOBAL 
DATA CARE EXPERTS TRUSTED BY MILLIONS, SINCE 1993.



US Department of Defense,
DoD 5220.22-M (3 passes)

US Department of Defense,
DoD 5200.22-M (ECE) (7 passes)

US Department of Defense,
DoD 5200.28-STD (7 passes)

US Army AR 380-19 (3 passes)

North Atlantic Treaty 
Organization-NATO Standard(7 passes)

US Air Force AFSSI 5020 (3 passes)

Zeroes

Canadian RCMP TSSIT OPS-II (4 passes)

Peter Gutmann (35 passes)

British HMG IS5 (3 passes)

Russian Standard - GOST-R-50739-95

B.Schneier's Algorithm (7 passes)

German Standard, VSITR (7 passes)

Pfitzner Algorithm (33 passes)

Pseudo-Random & Zeroes (2 passes)

Pseudo-Random

Random Random Zero (6 passes)

TECHNICAL SPECIFICATIONS 17 GLOBAL STANDARDS

CERTIFIED FILE ERASURE

• Permanent erasure of single or multiple files beyond recovery
• Erases partitions, files & folders
• Erases application traces
• Erases system usage & internet history
• Erases unused space
• Erases data from mapped drives in your system
• Remotely execute secure erasure of files & folders on servers 

& in storage areas across the network
• Supports 17 global erasure standards 

CONFIGURATION & AUTOMATION

• Option to schedule erasure tasks at regular intervals
• Schedule erasure of selected files on workstations and 

servers on local area network
• Option to search for a specific file using its name
• Ability to create erasure list containing the names of files & 

folders that can be erased in a single step
• Option to wipe data files with a single right-click
• Prevent unauthorized erasure through password protection 

REPORT & CERTIFICATE

• Generate reports to ensure compliance with PCI DSS, 
requiring erasure of file-level data

• Generates digitally-signed certificate of proof of erasure for 
audit trail purposes

SYSTEM REQUIREMENTS 

PROCESSOR : Pentium Class

OS : Windows 10 / 8 .1 / 8 / 7 / 
Vista / XP / Windows 
Server

RAM : 4 GB

Hard Disc : 250 MB of Free Space

ERASESELECT FILE /
FILES TO ERASE

DOWNLOAD
EXE FILE

BITRASER DEPLOYMENT

+1-844-775-0101                         sales@bitraser.com                         www.bitraser.com

CERTIFICATIONS

Government of India Ministry of Electronics 
& Information Technology Standardisation 
Testing & Quality Certification Directorate

The National Organization for the Standardization and 
Certification of Excellence in Information Technology, 
Electronics & Telecommunications.

• BitRaser Drive Eraser
• BitRaser Drive Eraser with Admin Console
• BitRaser Mobile Eraser & Diagnostics

ALSO AVAILABLE

INSTALL BITRASER
FILE ERASER


