SitRaser

File & Folder Erasure

Software

Wipe Files from PC, Laptop & Server to
Enforce Data Retention Policies.

BitRaser File Eraser Corporate securely erases files,
folders, saved passwords, etc., from laptops, servers, &
Macs beyond data recovery. The software generates
tamper-proof reports that helps meet compliance with
data protection laws like GDPR, CCPA. BitRaser File
Eraser allows you to erase unnecessary, redundant,
obsolete data & streamline your data retention policies
thereby helping maintain data security & ISO 27001

guidelines.

Tested , Approved & Certified

NIST

National Institute of
Standards and Technology

Software with Excellent Capabilities
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Secure Erasure

Supports erasure of multiple file types like MS Word,
Excel, PDF data, free spaces, passwords, application
traces & more.

Email & Browser History Erasure

Wipes emails, browser history, and archives residing in
any machine, hard drive, media, or server without leaving
any data traces.

Tamper-proof Erasure Report

Generates digitally signed reports of erasure to help
meet statutory & regulatory compliance. Save reports

locally or on secure cloud console in PDF & XML formats.

Removes Cookies & Application Traces
Permanently erases cookies along with most recently
used application traces that track your behavior
pattern.

Benefits of Data Erasure

HELPS MEET COMPLIANCE

PREVENTS DATA BREACH

BITRASER® FILE ERASER CORPORATE

PROLONG DEVICE USAGE

WORLD'S MOST RELIABLE DATA ERASURE SOFTWARE
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Cloud Console

Allows saving of erasure reports on secure BitRaser
cloud server for anytime access. Software provides option
to give auditor access in cloud console to verify reports.

Erases Volumes

Safely erases logical drives or volumes without
harming applications & operating system files on
a windows machine.

Schedule & Automate Erasure

File & folder wiping tasks can be automated &
scheduled at regular intervals to erase confidential
data permanently.

No System Downtime

Erasure of multiple files can be performed without
any need for system downtime during the erasure
process.
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MAINTAIN DATA SECURITY

© Copyright Stellar Information Technology Pvt. Ltd. All Trademarks Acknowledged.

www.bitraser.com
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Other Specifications

18 GLOBAL STANDARDS

& Certified File Erasure

+ Permanent erasure of single or multiple files beyond recovery NIST 800-88 Clear

* Erases volumes & application traces US DoD 5220.22-M (3 passes)

+ Permanently erase files in recycle bin, temporary files & unused space US DoD 5200.22-M (ECE) (7 passes),
+ Erases system usage & internet history US DoD 5200.28-STD (7 passes),

+ Erase stored password on your system US Army AR 380-19 (3 passes)

+ Erases data from mapped drives in system NATO Standard (7 passes)

+ Remote erasure of files & folders on servers & storage devices Zeroes

across the network

US Air Force AFSSI 5020 (3 passes)
+ Supports 18 global erasure standards

Random Random Zero (6 passes)
Canadian RCMP TSSIT OPS-II (4 passes)
Peter Gutmann (35 passes)

British HMG IS5 (3 passes)

Russian Standard - GOST-R-50739-95
B. Schneier's Algorithm (7 passes)

& Automation & Scheduling

+ Schedule erasure tasks at regular intervals

+ Implement rules to erase selected files on workstations or servers
on local area network

+ Search a specific file using its name & erase

« Create your own erasure list that can be erased in a single click German Standard, VSITR (7 passes)

+ Save erasure reports on cloud or download in PDF format on local Pfitzner Algorithm (33 passes)
machine Pseudo-Random & Zeroes (2 passes)

+ Detail report includes list of file with the names that were erased Pseudo-Random

+ Network Variant available to wipe files on domain connected computers

OTHER PRODUCTS

* Software available for erasing files on Mac & on Network

* BitRaser File Eraser Mac
BitRaser Deployment * BitRaser File Eraser Network
* BitRaser Drive Eraser

Download & install the software on Windows based system to erase files,
folders, traces permanently.
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* BitRaser Virtual Machine Eraser
* BitRaser Mobile Eraser & Diagnostics
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DOWNLOAD INSTALL BITRASER SELECT FILES/FOLDERS/ ERASE &
FILE FILE ERASER VOLUMES TO ERASE SAVE REPORT
HAPPY CUSTOMER ﬂ;(is,, OUR SELECT CUSTOMERS
Our customer specified using BitRaser products for erasing HDDs, I NetApp ZONES il e
SSDs, and for erasing files & folders. We had a very pleasant CISCo
experience using the software, the support guys were really great, Deloitte. servicenow. < SoLARWINDS SEPA
they helped me promptly and well.
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